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Abstract—Modern scientific workloads move large volumes
of data through deep and complex I/O software stacks in
high-performance computing (HPC) systems. Optimizing I/O
performance requires visibility across the full I/O stack.
State-of-the-art tools such as Darshan provide observability
through performance counters, but they mostly capture API-
level statistics that describe what happened rather than why it
happened. As a result, performance variation in otherwise similar
I/O operations is often dismissed as system jitter without direct
evidence. Emerging approaches such as eBPF make it possible
to collect fine-grained data with low overhead, but naively doing
so produces an overwhelming volume of information. To address
this problem, we present DataCrumbs, an I/O monitoring tool
for explainable I/O analysis in HPC systems. DataCrumbs
leverages function probing to collect selective fine-grained
performance data across the full I/O stack (from user-space
runtimes and libraries to kernel-space file-system paths) to
reveal why performance varies. First, it flexibly attaches to
multiple I/O software components, instrumenting 8,723 functions
with only 78 ms startup overhead. Second, it captures both
user- and kernel-space functions with just 0.1% profiling
overhead and under 3% tracing overhead (1.8% at 1M events),
compared with 3% for Darshan profiling and ∼9% for Darshan
DXT tracing. Third, a time-windowed, embarrassingly parallel
event-association algorithm reduces cross-layer attribution cost
from O(n2) to O((n/t)2), enabling scalable root-cause analysis
across I/O stack layers. Fourth, across four use cases (IOR,
DLIO, VPIC+BD-CATS, and Montage), DataCrumbs exposes
actionable, cross-layer insights not accessible to user-space-only
tools; acting on one such insight, we tune OrangeFS read-ahead
and prefetch hints for Montage, reducing its POSIX I/O time by
1.35×. Overall, DataCrumbs enables selective, fine-grained mon-
itoring for explainable I/O analysis across real HPC workloads.

Index Terms—DataCrumbs, eBPF, kprobes, I/O performance,
performance explainability, Multi-layer I/O monitoring, I/O stack

I. INTRODUCTION

HPC systems rely on two main classes of I/O monitoring
tools: profilers and tracers [1], [2]. Profilers [3] collect
coarse-grained statistics, such as I/O counts, transfer sizes, and
per-file access patterns, at overhead as low as 3% [3], suiting
facility-wide deployment [4]–[6]. Tracers [7]–[9] instead
record individual I/O events for finer-grained bottleneck
analysis, at higher overhead of 21% [8]–26% [10]. Data from
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Fig. 1. Fine-grained kernel-stack monitoring shows a 14× latency difference
for similar read requests served from different layers: 2 ms from the OS page
cache, 24 ms from the ext4 inode cache, and 55 ms from the device.

these tools underpins analysis frameworks [11], [12] and
empirical studies [13]–[16] characterizing problematic I/O
behavior in production workloads.

Modern data-intensive scientific workloads need visibility
across the full I/O path: application and runtime, high-level
interfaces and middleware (e.g., HDF5, MPI-IO), user-space
POSIX/libc calls, and kernel-space file-system, cache, and
block-I/O paths. This matters because I/O often exceeds
15% of application runtime [7], [17]–[19], and effective
optimization depends on knowing where that time goes
across layers. Most existing tools instrument only user-space
libc APIs, revealing what a workload does (e.g., I/O time,
operation counts, bandwidth) but rarely why a behavior
occurs. Deeper instrumentation via LD-style wrapping and
runtime interception grows increasingly expensive, so root-
cause analysis is left to I/O experts who must formulate and
test hypotheses manually, a process made harder by HPC
systems’ restricted user-level access.

For example, two identical read requests to the same device
can show substantially different latency, often attributed to sys-
tem jitter, though the true cause may instead be page-cache ef-
fects [20], ext4 inode-cache effects [21], or genuine jitter [22].
As Figure 1 shows, a 64 KB read may complete in 2 ms from
the page cache, 24 ms through the inode cache, or 55 ms from
the device, a 14× difference, requiring visibility into counters
and execution paths that user-space tools do not expose. More
broadly, API-level monitoring cannot tell when lower layers
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are bypassed, when kernel activity dominates end-to-end cost,
or when internal mechanisms like MPI-IO’s two-phase I/O
shape the observed behavior [23], [24], so identifying root
causes requires monitoring the deep I/O stack: runtimes, I/O
interfaces, middleware, and kernel-space functions [25].

Designing such a monitoring tool raises three challenges:
(1) the relevant software components and routines must be
discovered across a heterogeneous and evolving I/O stack;
(2) observations from multiple layers must be integrated
so that causal relationships can be established rather than
inferred from isolated counters; and (3) capturing thousands
of functions can introduce substantial runtime overhead if
collection and storage are not carefully designed.

Although eBPF (extended Berkeley Packet Filter) enables
low-overhead instrumentation, naively collecting everything
it can observe quickly produces MB/s of trace data, much of
which is irrelevant for explaining performance. Explainable
monitoring therefore depends not only on visibility, but
also on selective data collection. We present DataCrumbs,
an I/O monitoring tool for explainable I/O performance
analysis in HPC storage stacks. By explainable, we mean that
DataCrumbs performs cross-layer performance attribution
(Algorithm 1): it links a target API event to the overlapping
lower-layer events that account for its cost, rather than
merely reporting that a slowdown occurred; this cross-layer
attribution is the specific mechanism used throughout this
paper, while more general data-driven attribution (e.g.,
structural causal modeling) beyond directly observed links
remains future work. DataCrumbs dynamically discovers
software routines using language-specific methods, such
as ELF analysis for C/C++ and USDT hooks for Python,
and inserts lightweight probes to collect fine-grained data
efficiently. To minimize interference, it buffers collected
events in kernel space and transfers them asynchronously to
user space, thereby decoupling data capture from storage. By
correlating performance data across user and kernel layers,
DataCrumbs extends the observability available to analysis
frameworks such as [11], [13] by providing kernel-level
data that user-space-only tools cannot expose. DataCrumbs
requires elevated privileges for eBPF probe attachment, which
is handled transparently through scheduler prolog and epilog
scripts (Flux and Slurm) that automatically deploy it on user
request from a probe list pre-vetted by system administrators.
This deployment model is already approved and running on
two HPC testbeds. The main contributions of this work are:
1) We design an automated function-discovery mechanism

that identifies and instruments I/O routines across hetero-
geneous HPC software stacks using ELF symbol analy-
sis, environment module detection, Spack integration, and
language-specific hooks.

2) We develop a low-overhead probing mechanism that
decouples performance-data capture from storage using
assembly-level trampolines and asynchronous kernel-to-
user-space data transfer.

3) We introduce a time-windowed, embarrassingly parallel
event-association algorithm that reduces cross-layer attri-

bution from O(n2) to O((n/t)2) by partitioning events into
independent time windows, enabling scalable root-cause
analysis across I/O stack layers.

4) We demonstrate four representative use cases from
HPC benchmarks (IOR, DLIO) and scientific workflows
(VPIC+BD-CATS, Montage) that expose actionable, cross-
layer insights not accessible to user-space-only tools.

II. RELATED WORK

We review prior monitoring tools for HPC I/O analysis and
highlight how DataCrumbs differs.

A. Traditional HPC Monitoring Tools
Traditional monitoring tools emphasize coarse system

metrics such as bandwidth, IOPs, and file-level counters. At
the system level, Lustre Monitoring Tool [26] (LMT), mmp-
mon [27], and FSMonitor [28] provide scalable monitoring
for specific file systems, effective for health monitoring and
bottleneck detection but reporting system-level counters rather
than causally linking behavior across application, library, and
kernel layers. DataCrumbs, in contrast, targets explainability
by correlating events across those layers.

At the application level, Darshan [29], Score-P [30],
Recorder [31], and DFTracer [7] provide profiling and tracing
for HPC applications: Darshan offers low-overhead summaries
at interfaces such as HDF5, MPI, POSIX, and STDIO; Score-
P and Recorder collect richer traces; and DFTracer extends
tracing to AI workflows and I/O middleware. However, all
are fundamentally limited to user-space collection, so they
cannot observe kernel-space behavior or fully attribute costs
across user-space libraries, middleware, and file-system paths.
DataCrumbs extends this visibility into kernel space while
preserving low overhead.

B. Emerging eBPF-based Monitoring Tools
Recent eBPF-based tools move closer to deep, low-overhead

observability. EZIOTracer [10] unifies kernel- and user-space
I/O tracing at 15% (profiling) to 26% (tracing) overhead on
buffered I/O workloads with 32 threads, but its use of BCC’s
perf_buffer with synchronous polling prevents decou-
pling capture from processing, causing buffer saturation with
event loss and high overhead under buffered I/O. DataCrumbs,
in contrast, uses libbpf’s ring_buffer with async kernel-
to-user transfer, safely decoupling collection from storage.
DataCrumbs achieves 0.1% profiling overhead versus 15% for
EZIOTracer (a 150× improvement); for tracing, DataCrumbs
incurs under 3% overhead versus 26% for EZIOTracer and
∼9% for Darshan DXT (Table II and Table III, respectively).

Tetragon [32] provides eBPF-based security observability
for cloud systems, not HPC I/O; Process Monitor for
Linux [33] traces system calls but isn’t designed for cross-layer
performance explanation; and the XIO prototype [34] captured
C++ and kernel data but relied on single-producer queues.
DataCrumbs instead provides deployable infrastructure for
explainable I/O with dynamic function discovery, multi-
language support (C/C++, Fortran, Python), and efficient
multi-producer ring buffers.



III. BACKGROUND

We briefly summarize the eBPF functionality that enables
low-overhead metrics collection and why the HPC I/O stack
is a demanding target for it.

A. Extended Berkeley Packet Filter (eBPF)

Extended Berkeley Packet Filter (eBPF) [35], [36] runs
sandboxed programs in kernel space without modifying kernel
code or loading modules, and is widely used for networking,
security, and low-overhead observability [32], [37]–[40]. In
HPC, it enables fine-grained monitoring of system calls,
network events, and hardware activity for performance
tuning, with JIT compilation keeping collection efficient [35].
Developers typically build on tools such as BPF Compiler
Collection (BCC) [41], BPFTrace [42], BPFTime [43], and
BPF CO-RE [44], trading off control, portability, and usability.

Our work, DataCrumbs, builds on this ecosystem for
explainable I/O. Rather than using a static configuration, it
evaluates each application environment and deploys targeted
eBPF hooks across libraries, middleware, and the kernel so
bottlenecks can be diagnosed across the full stack.

B. I/O Stack Obscures Explainability

The HPC I/O stack is deeply layered, spanning interfaces
such as POSIX and STDIO (libc), higher-level libraries such
as HDF5 [45], PnetCDF [46], and ADIOS [47], middleware
such as UnifyFS [48] and Hermes [49], and kernel and
distributed file systems such as ext4, XFS, GPFS [50], and
Lustre [51]. These layers span multiple nodes and often
multiple networks, making I/O behavior difficult to explain
from a single vantage point. While each DataCrumbs instance
collects data per node independently, correlating the per-node
logs reveals cross-node path information. Cross-node event
correlation is currently performed offline after job completion;
online cross-node correlation is left for future work.

I/O tuning is difficult because these layers are
interdependent [52], [53]. For example, PnetCDF depends
on MPI-IO, which depends on POSIX and the underlying
file system, so metadata layout, file locking, consistency
semantics, aggregation strategy, and striping decisions can
all change end-to-end behavior [23], [54]. Internal library
complexity adds another source of opacity: HDF5 metadata
management, chunking, and collective I/O all affect storage
behavior [53], while MPI-IO’s ROMIO layer exposes tunable
aggregation choices with nontrivial trade-offs [24]. As a
result, isolated single-layer monitoring cannot explain I/O
performance. Explainability requires comprehensive cross-
layer data, often collected across many nodes and networks.

IV. DESIGN

We introduce DataCrumbs [55], an I/O monitoring tool
designed to collect detailed performance data from the
entire I/O stack and thereby enabling a deeper understanding
of observed I/O behavior in workloads. A central design
principle of DataCrumbs is to capture performance data
across all layers of the I/O software stack, from applications
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Fig. 2. DataCrumbs’s high-level design for flexible, efficient, and compre-
hensive performance data collection in HPC storage software stacks.

and runtimes to middleware, file systems, and kernel I/O
paths, so that behavior observed at one layer can be causally
linked to activity at another. This multi-layer visibility is
essential for explainable I/O because performance variability
often originates outside the layer where it is observed. Our
approach is guided by three core objectives:
1) supporting diverse software layers by dynamically extract-

ing functions across different toolchains,
2) maintaining low overhead to minimize impact on workload

performance,
3) optimizing collection for efficient large-scale trace analysis.

These objectives directly shape the design of DataCrumbs:
automated software discovery supports broad coverage, de-
coupled collection reduces runtime overhead, and structured
multi-layer traces enable scalable explainable I/O analysis.

A. High-level Overview

DataCrumbs consists of seven core components that
capture, process, and store performance data in HPC
workloads (Figure 2). Upon job allocation, it initializes across
all nodes, detecting loaded software through environment
modules and Spack [56] to populate a customizable collection
catalog. Once identified, DataCrumbs extracts functions from
the software (Step 1) via strategies such as Executable and
Linkable Format (ELF) parsing and predefined Python hooks,
then builds function-specific collector routines (Step 2) that
capture function arguments for tracing or high-level statistics
for profiling; predefined templates minimize the number of
probed functions, keying DataCrumbs’s ability to collect
only the data needed for later analysis. Collector functions
are compiled into kernel code using LLVM (Step 3) via the
BPF Compile Once - Run Everywhere (BPFCORE) toolkit,
leveraging predefined helpers to capture performance data
at function entry and exit. DataCrumbs then attaches probes
at function boundaries (Step 4) using k-probes for kernel
space and uprobes for user space; because this requires
elevated privileges, we integrate DataCrumbs with the
scheduler’s prolog/epilog so users need only request profiling
for the system to deploy it automatically on each node.



Once deployed, DataCrumbs runs as a kernel-space service
(Step 5) that captures data from all processes on the node; a
lightweight library provides two custom functions to identify
processes of interest, so only relevant application or system
software is profiled. During execution, DataCrumbs stores
performance data in kernel space, using maps for profiling
mode and an event ring buffer for tracing mode, while a user-
space thread asynchronously reads, processes, and writes this
data to the filesystem (Step 6). When the workload completes,
DataCrumbs waits a configurable period before compressing
the trace and terminating (Step 7), completing an efficient,
low-overhead workflow that adapts to different workloads.

Together, these components enable DataCrumbs to collect
causally linked performance data across the full I/O stack.
We describe this capability in more detail in Section IV-D,
where we present the multi-layer view and trace organization
that support explainable I/O analysis.

B. Hooking into Deep I/O Software Stacks

Understanding software behavior is essential for optimizing
HPC performance and diagnosing inefficiencies, but manually
identifying relevant components and extracting function-level
details is complex and time-consuming given the diversity of
HPC software stacks and programming models. DataCrumbs
addresses this with an automated approach for discovering
software and extracting function information.

1) Identifying Software: First, DataCrumbs leverages
environment variables to identify loaded software modules,
running module list for active modules and module
whatis for their metadata, extracting the library path variable
that points to shared object (.so) files and locating them
with find. Second, it integrates with Spack by executing
spack find to list installed packages and inspecting each
package’s library folder for associated .so files, ensuring
compatibility with Spack-managed HPC stacks. Finally, users
can explicitly specify object files so software missed by
modules or Spack can still be included. Combining these
three methods, DataCrumbs automatically extracts function
details using predefined system calls, ELF symbol analysis
for C/C++ binaries, and runtime hooks for Python, CUDA,
and HIP. Interfaces are not hard-coded: any discovered library
(e.g., ADIOS2, PnetCDF) is instrumented the same way. We
evaluate HDF5 and MPI-IO because our workloads use them.

2) Identifying Functions: First, DataCrumbs includes
predefined functions for system-level I/O: the Virtual File
System (VFS), OS caching, file systems such as XFS,
ZFS, and ext4, and the Block I/O layer. Second, it tracks
standard libc I/O functions such as POSIX and STDIO
APIs, frequently used by HPC applications, capturing critical
I/O behavior without additional discovery steps. Third,
for C/C++ executables and shared libraries, DataCrumbs
extracts function names from ELF symbols, retrieving precise
signatures and locations when debugging symbols are present.
Finally, for Python, it uses interpreter entry and exit hooks to
capture workload-specific functions, enabled at Python build
time. DataCrumbs extends this same binary-level approach
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Fig. 3. High-level overview of DataCrumbs’s decoupled runtime, enabling
function tracing with low overhead.

to Fortran applications via uprobes, which trace subroutine
and function entry/exit directly on the compiled binary without
requiring language-specific instrumentation. Combining these
approaches, DataCrumbs automatically discovers I/O software
and tracks function execution across diverse stacks, keeping
log sizes manageable while capturing all the data needed to
understand why I/O behaves as observed.

C. Efficient Decoupled Runtime Collection

Collecting performance data at runtime is essential for
understanding HPC system behavior, but traditional tracing in-
troduces significant overhead as collected-event volume grows.
DataCrumbs addresses this with a decoupled collection mech-
anism: instead of synchronously processing each event, which
scales poorly, it separates capture from processing and storage,
immediately storing relevant function calls in lightweight
kernel-space in-memory buffers and processing them asyn-
chronously, independent of storage. This reduces tracing
overhead to under 3% (versus 26% for EZIOTracer) while
keeping system performance stable and responsive as traced
events grow. Isolating each node also reveals performance
variations across the application workflow, further explaining
why performance differs; correlating operations between nodes
needs time and sequencing information from node-specific
logs, which we perform offline to avoid runtime impact.

Figure 3 illustrates this decoupled collection workflow.
DataCrumbs attaches jump instructions (trampolines) at the
assembly level to capture function call boundaries (Step 1);
this low-level probing is inherently language-agnostic, since
all languages compile down to assembly. Captured events are
stored in efficient kernel-level Maps and Ring Buffers (Step 2),
structures designed for low-cost insertions and lookups suited
to high-frequency, temporary storage. Rather than processing
events synchronously, a user-space engine asynchronously
reads data from these structures (Step 3), so processing and
storage overhead does not directly affect application execution;
the processing rate must exceed the collection rate to avoid
buffer overflow, and DataCrumbs keeps processing residual
kernel-space data even if the application terminates, though
a node failure loses unflushed data. Transferred data is con-
verted from raw bytes to structured C types (Step 4), then
resolved and optimized for efficient storage (Step 5) before
being written to a per-node trace file. Separating capture from
processing and storage keeps runtime overhead low while
enabling scalable HPC performance monitoring.
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Fig. 4. DataCrumbs capturing multi-layer performance data across HPC
storage systems

D. Performance Data Collection

We target three aspects of comprehensive performance data
collection in HPC storage systems: capturing data across
multiple layers (system I/O calls, file systems, and the Block
I/O layer); two collection modes, profiler for low-overhead ag-
gregated statistics and tracer for fine-grained event details; and
an efficient trace format optimized for compact storage and fast
retrieval. Together, these support scalable, efficient monitoring
while preserving the detail needed for explainable I/O analysis.

1) Capturing performance data from multiple layers: Data-
Crumbs enables comprehensive performance data collection
across multiple layers of the HPC storage software stack
(Figure 4), which shows a typical stack spanning application
layers, programming languages, runtimes, I/O interfaces, mid-
dleware libraries, and the kernel. The key challenge is deter-
mining which information is most relevant for understanding
I/O performance, since relevant signals vary by layer and
software context.

Each layer offers unique insight. At the application level,
we capture function execution and workload-specific context,
such as scientific data dimensions, AI training steps, or
simulation iterations, critical for diagnosing bottlenecks. At
the language level, we extract function signatures, parame-
ters, dependencies, and coverage to analyze how behavior
propagates across layers. The runtime level adds execution-
specific detail, e.g., data-loading efficiency in PyTorch, or
task pipelining and parallelism metrics in task-based systems
like Julia and Dask. At the I/O interface level, we track
interactions among components, such as HDF5 calling MPI-
IO, which in turn invokes POSIX, revealing how optimizations
like chunking, filters, and data-type conversions affect lower
layers and overall storage performance. Monitoring function
calls within I/O libraries such as UnifyFS [48], SCR [57],
and PDC [58] further shows how effectively these libraries
optimize application I/O and whether they behave as expected.
Finally, at the kernel I/O stack, we capture OS cache hit/miss
rates, ext4 prefetching, and block I/O performance for detailed
system-level assessment.

By analyzing each layer both individually and in relation
to the others, we obtain fine-grained system insight together
with high-level workload context. This layered view supports
not only observability, but also the causal links required for
explainability of I/O system behavior.

2) Profiler and Tracer Mode: Different types of perfor-
mance analysis require different levels of data granularity.
Some use cases, including understanding the overall
contribution of a function to system performance, benefit from
aggregated high-level statistics, while others, such as modeling
function hierarchies and dependencies, require fine-grained
tracing. To support both scenarios, DataCrumbs offers two
distinct modes: profiler and tracer, allowing users to choose
the appropriate collection granularity for their analysis needs.

In profiler mode, DataCrumbs collects event data such
as elapsed time and function call frequency, storing this
information in per-time-interval and per-process maps. This
mode is efficient and incurs at most 0.1% overhead on
application runtime (refer to Table II), making it well suited
for monitoring system-wide performance with minimal
interference. In contrast, tracer mode records detailed event-
level information and function call sequences in a ring buffer,
enabling precise modeling of function execution but incurring
higher overhead (under 3% as shown in Table III). Overheads
are measured by comparing workload runtimes with and
without DataCrumbs enabled.

Choosing between these modes depends on the analysis
objective. Tracing is essential for exploratory analysis, where
identifying critical functions and understanding their precise
impact is necessary. Profiling, in contrast, provides a broader
view of workload behavior and is therefore well suited for con-
tinuous system monitoring. Given this flexibility, DataCrumbs
can also be deployed as a system-wide profiler with selective
tracing enabled for specific workloads.

3) Trace format to handle performance data: Capturing
comprehensive performance data in HPC storage systems
generates an enormous trace volume, potentially 1000×
more than tools such as Darshan, so efficiently storing and
analyzing it requires a format that minimizes overhead while
supporting fast retrieval and scalable analysis. Our trace
format is designed around three objectives:

1) Buffered Writing: Because trace data is written at high fre-
quency, we use buffered writing to flush data to persistent
storage in batches and improve write performance.

2) No Event Dependencies: Each event is stored indepen-
dently, without ordering or dependency constraints, allow-
ing embarrassingly parallel processing.

3) Analysis-Friendly Structure: The trace format is optimized
for parallel parsing, enabling scalable analysis using tools
like Dask [59]. This ensures that large-scale performance
data can be processed efficiently without bottlenecks.

Unlike OTF2 [60], whose streams are decoded sequentially
per location, each DataCrumbs event is self-contained,
so indexed chunks load in parallel with Dask and open
directly in Perfetto. DataCrumbs also retains DFTracer’s
gzip compression with indexing, enabling fast querying and
parallelized trace loading, keeping the format efficient and
scalable for high-performance, comprehensive analysis.



Algorithm 1 Time-windowed event association for explain-
able I/O
Require: Events E sorted by (pid, thread, ts), target API

events A, window expansion factor ∆
Ensure: Associated event groups G and per-group contribu-

tion tables C
1: Initialize empty groups G← ∅
2: for all a ∈ A do
3: Extract process/thread scope (pida, threada) and inter-

val [ts(a), te(a)]
4: Expand interval to Ia = [ts(a)−∆, te(a) + ∆]
5: Query candidate events Ea = {e ∈ E | pid(e) = pida∧

thread(e) = threada ∧ [ts(e), te(e)] ∩ Ia ̸= ∅}
6: Assign a unique group id ga and set G[ga]← Ea

7: end for
8: Execute each G[g] in parallel workers
9: for all group g in parallel do

10: Build parent-child relations by interval contain-
ment/overlap within G[g]

11: Topologically order events to derive serialized critical
paths

12: Compute per-event contribution scores C[g][e] from
exclusive and inclusive time

13: end for
14: return G,C

E. Performing Explainable I/O Analysis

To connect relevant events across the stack, we analyze
DataCrumbs traces in Dask DataFrame [59], first filtering key
API-layer events, then retrieving associated events in the same
execution context. Since a naive overlap search is expensive
(O(n2) for n events), we instead use the time-windowed
parallel event-association algorithm in Algorithm 1 to group
related events efficiently while preserving accuracy, making
root-cause analysis feasible at large scale.

Figure 5 illustrates the analysis outcome, and Algorithm 1
defines event grouping and contribution computation. The
method assumes short temporal correlation between cause
and effect. When asynchronous behavior introduces longer
delays, we increase the expansion factor ∆ to preserve correct
associations. The workflow is: mark API calls that require
explanation (Step 1), collect overlapping events within each
call’s process-local time window and assign group IDs (Step
2), derive event hierarchy/serialization inside each group
(Step 3), and compute per-event contribution to the target
API call (Step 4). These four steps correspond directly
to the ext4 trace shown below the algorithm in Figure 5:
Steps 1–2 produce the grouped, overlapping events plotted
along the timeline, while Steps 3–4 produce the hierarchical
parent/child contribution breakdown shown beneath it. This
reduces effective complexity to O((n/t)2), where t is the
number of time windows, and enables embarrassingly parallel
execution across distributed Dask workers.

This analysis links DataCrumbs data across user libraries,
middleware, file systems, and kernel layers to identify bottle-
necks and their causes, exposing cross-layer interactions that
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group number

2 For all events with 
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hierarchical and 
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3 4 Calculate the 
contribution of 
child on parent 
functions.

Fig. 5. The associative algorithm identifies target API’s related events, shown
on a DataCrumbs ext4 trace in Perfetto, enabling explainable I/O analysis.

isolated views miss and improving explainability for optimiza-
tion decisions, while the time-windowed parallel algorithm
keeps the method scalable for large traces. Exploring all tool
combinations remains future work; here we focus on collecting
the data and organizing it for scalable downstream analysis.

F. Scalability Considerations

A critical aspect of DataCrumbs is that it operates as a fully
decentralized, per-node monitoring service: unlike distributed
monitoring systems requiring cross-node coordination, each
node independently captures, processes, and stores its own
performance data. Scaling a workload from tens to thousands
of nodes therefore does not increase monitoring overhead
on any individual node, suiting both small clusters and
extreme-scale systems.

Pre-deployment Configuration. DataCrumbs deploys as a
per-node service through scheduler prolog/epilog scripts, or as
a systemd service for a job allocation’s lifetime; each compute
node starts its own instance at job start and terminates it at
job end. Performance data is written to per-node log files
on shared storage such as NFS or Lustre, but the service
itself needs no cross-node coordination, keeping deployment
simple and avoiding additional synchronization overhead.

eBPF Collection Scalability. Data collection is performed
locally in each node’s kernel using k-probes and uprobes.
The probes capture function events and write them into low-
latency kernel Maps and Ring Buffers, so insertion cost is
paid locally without any cross-node communication. Because
eBPF executes entirely within the kernel on each node, the
collection overhead remains predictable as system size grows;
adding more nodes replicates the same local monitoring cost
rather than increasing it. Within a node, eBPF observes every
process through the single per-node DataCrumbs service
rather than one instance per process, and the underlying
ring buffer is a multi-producer, multi-consumer structure,
so it naturally scales to concurrent processes; the overhead
numbers reported in Section V-A already reflect all cores of
a node driving I/O concurrently through this one service.

Post-Collection Processing Scalability. Captured data
is asynchronously transferred to a user-space service that
formats and stores traces without blocking the application.
Running independently on each node, this service reads local
kernel buffers, converts raw data into structured events, and
writes per-node traces; configurable thread pools, buffer sizes,
and processing rates let it keep pace with collection while
preserving the capture/storage decoupling. This separation



matters for scalability because processing cost grows with
local event volume, not with the job’s total node count.

Post-Processing Analysis Scalability. After job completion,
DataCrumbs produces independent per-node traces analyzable
offline with frameworks such as Dask. Since the trace
format is optimized for parallel parsing with no cross-node
dependencies, post-processing can be distributed across many
workers, even on separate analysis infrastructure, decoupling
analysis scalability from the monitored job’s size and letting
large runs be processed efficiently through embarrassingly
parallel execution.

G. Use Cases and Practical Optimizations

DataCrumbs enables collection of data that pinpoints root
causes down to specific software layers and function calls,
which in turn supports diagnostic tools that recommend
targeted, data-driven optimizations. Because profiling is
performed over time intervals and the ring-buffer design
decouples collection from processing, these insights can be
derived in real time without adding overhead to the application
itself. The practical decisions enabled by these insights are:
1) Application/Middleware-level: automatically tuning and

configuring HDF5 (including MPI collective metadata up-
dates) based on the application’s measured performance.

2) Client node-level: tuning caches across the storage soft-
ware stack by adjusting parameters such as the OS page
cache percentage, the number of client pages, and the size
of the HDF5 chunk cache, while also quantifying cross-
layer cache effects by attributing performance for the stack.

3) System-level: tuning parallel file system settings (e.g., Lus-
tre client RPC limits, server redundancy, and compression)
using measured bottlenecks rather than assumptions.

These optimizations are driven by measured performance
data rather than assumptions about system behavior.

V. EVALUATION

This section validates the three technical contributions
from the Introduction: (1) automated function discovery
across heterogeneous I/O stacks, (2) low-overhead decoupled
collection, and (3) cross-layer event association for root-
cause analysis; Contribution 4 (representative use cases) is
demonstrated through the benchmark and workflow case
studies below. We evaluate flexibility (probe attachment cost),
overhead (profiling and tracing), and explanatory coverage
(benchmark and workflow use cases).

A. Methodology

This subsection summarizes the testbed, software,
workloads, and performance data used in the evaluation.

1) Testbed: All experiments were conducted on the Ares
Research Cluster testbed [61]. We use 32 compute nodes for
application runs; each node has an Intel Xeon Silver 4114 @
2.20 GHz, 96 GB DDR4 memory, and a 512 GB NVMe SSD.
The OrangeFS storage pool is built from 16 storage nodes,
each with dual AMD Opteron 2384 @ 2.7 GHz processors,
32 GB DDR3 memory, and a 2 TB HDD.

2) Software: DataCrumbs uses BPF CO-RE [44] (v0.30.0)
built on eBPF (Kernel 5.6) and requires CMake 3.4 for
compilation and Python 3.10 for execution. The setup also
includes GCC 11.4.0, OpenMPI 5.0.5, and HDF5 1.14.5. For
trace analysis, we use Dask and Perfetto UI for visualization
(e.g., as shown in Figure 5). For a fair comparison, baseline
tools were configured to match DataCrumbs’s buffering:
Darshan and Score-P use the same kernel-side ring-buffer
size, and EZIOTracer uses the same per-CPU buffer as
DataCrumbs. This makes the comparison conservative for
DataCrumbs, which collects over 1000× more events than
any of the compared tools.

3) Workloads: We evaluate with two benchmarks (IOR
and DLIO) and two real workflows (VPIC+BD-CATS and
Montage). IOR [62] uses HDF5 on a single node with 40
processes, a file-per-process pattern, and sequential writes of
1 GB blocks with 1 MB transfers to generate sustained I/O
events. DLIO runs the Unet3D workload on 32 nodes with
4 GPU processes and 44 I/O workers per node, staging the
dataset into local SSDs before training. VPIC+BD-CATS is a
producer-consumer workflow on 32 nodes with 40 processes
per node, while Montage is a multi-stage FITS-to-PNG
workflow executed on up to 32 nodes with data-parallel
stages. For IOR and DLIO, each test runs ten times and
figures report mean and standard deviation. We compare
DataCrumbs primarily against Darshan; Score-P and Recorder
expose similar information with higher overhead.

4) Performance Data: DataCrumbs operates in the profiler
and tracer modes described in Section IV-D.

B. Handling the Deep I/O Software Stack

Using the IOR configuration from Section V-A3, we evalu-
ate the runtime cost of attaching probes at different software
layers, from selective I/O calls to MPI and HDF5. DataCrumbs
was configured to profile each layer using functions discovered
from the libraries’ ELF symbols.

The evaluation uses two metrics: runtime to attach function
probes and the number of functions profiled, across four
cumulative configurations (Table I). Selective I/O Calls (100
chosen system calls and kernel functions) require only 448 µs
to attach probes. Expanding to All POSIX + Kernel (2,489
functions) raises overhead to 24 ms, showing that broader
coverage adds cost; adding MPI-IO (3,544 total) raises it to
33 ms, while the most extensive configuration, HDF5 (8,723
functions), incurs the highest overhead at 78.9 ms.

Although overhead grows with more instrumented
functions, the growth is nonlinear, with diminishing per-
function cost at higher layers: profiling additional software
layers adds overhead, but the relative cost decreases as
the function set grows. For HPC workloads that typically
run for hours, this millisecond-scale probe-attachment
overhead is negligible relative to overall job execution time.
Manually identifying and instrumenting these functions is
also infeasible given the number of routines across the stack,
highlighting a key advantage of DataCrumbs: it automates
function discovery and instrumentation, making fine-grained



TABLE I
DATACRUMBS’S PROBE-ATTACHMENT OVERHEAD GROWS WITH THE

NUMBER OF INSTRUMENTED FUNCTIONS, BUT THE GROWTH IS
SUBLINEAR, WITH DIMINISHING PER-FUNCTION COST.

Selective
I/O Calls

All POSIX
+ Kernel MPI HDF5

Runtime (ms) 0.448 24.321 33.041 78.980
Number of APIs 100 2,489 3,544 8,723

TABLE II
PROFILING OVERHEAD: DATACRUMBS CAPTURES >1000 MORE EVENTS

WITH LOWER OVERHEAD THAN DARSHAN, SCORE-P, AND EZIOTRACER,
WITH TYPICAL VARIABILITY < 1%.

Tool 10K Events / s 100K Events / s 1M Events / s

Base 0.252±0.001 2.419±0.033 23.255±0.52
Darshan 0.259±0.009 2.492±0.047 23.952±0.61
Score-P 0.270±0.008 2.588±0.051 24.883±0.63
EZIOTracer 0.263±0.012 2.785±0.055 26.844±0.68
DataCrumbs 0.252±0.004 2.422±0.067 23.278±0.52

monitoring of deep I/O stacks practical with minimal startup
cost by limiting probes to only the functions used.

Table II compares application runtime under different
profiling solutions. Across all event sizes, DataCrumbs adds
minimal overhead and stays close to the base runtime,
while Darshan adds a measurable increase (e.g., 0.697s for
1M events). Despite this, DataCrumbs captures far more
events, 125M+ at 100K I/O events and 1.25B+ at 1M,
versus Darshan’s application-level-only statistics. Profiling
overhead stays at about 0.1%, negligible for long-running
HPC applications; for completeness, Score-P incurred 7%
profiling overhead versus Darshan’s 3%.

Table III evaluates tracing overhead, where DataCrumbs
again stays close to the base runtime: at 100K events,
Darshan DXT raises execution time to 2.624s versus
DataCrumbs’s 2.489s, despite DataCrumbs capturing more
than 125M events. The same trend holds at 1M events, where
DataCrumbs captures 1.25B+ events while incurring only
0.428s of overhead. Maximum tracing overhead is under
3%, versus 21% for Recorder and 26% for EZIOTracer, both
substantially more expensive than DataCrumbs.

DataCrumbs captures orders of magnitude more events
than Darshan at comparable or lower overhead, due to two
design choices: event capture decoupled from storage, so the
application is never blocked on writing events, and kernel-
space capture, more efficient than user-space instrumentation.
DataCrumbs also dynamically instruments 8,723 functions
across Kernel, POSIX, MPI, and HDF5, providing a much
broader view of I/O behavior. At 1M I/O events, DataCrumbs
generates 128 MB of trace data per node (3 MB compressed),
thanks to gzip compression, JSON Lines format, and string-
hash deduplication. The user-space consumer sustained up to
12.3 M events/sec per node across all tested workloads with-
out ring-buffer backpressure. DataCrumbs’s per-node memory
footprint, measured with and without it running, is 16 MB,
corresponding to the kernel-to-user-space transfer buffer. The
user-space consumer is pinned to a single core, with 12% CPU
utilization from memory-bound event processing followed by
file I/O, and DataCrumbs performs no network I/O.

TABLE III
TRACING OVERHEAD: DATACRUMBS CAPTURES >1000 MORE EVENTS

WITH LOWER OVERHEAD THAN DARSHAN DXT, RECORDER, AND
EZIOTRACER, WITH TYPICAL VARIABILITY < 1%.

Tool 10K Events / s 100K Events / s 1M Events / s

Base 0.252±0.001 2.419±0.033 23.255±0.52
Darshan DXT 0.269±0.01 2.624±0.047 25.350±0.61
Recorder 0.305±0.011 2.927±0.058 28.138±0.72
EZIOTracer 0.277±0.013 3.048±0.062 29.243±0.75
DataCrumbs 0.252±0.004 2.489±0.067 23.683±0.52
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Fig. 6. DataCrumbs captures all layers and reveals the trade-offs between
buffered and Direct I/O writes. While buffered writes are faster, fsync
introduces significant overhead, making Direct I/O more efficient for data
persistence.

Compared to EZIOTracer on buffered I/O with 32 threads,
DataCrumbs achieves 0.1% vs. 15% profiling overhead
(150×) and under 3% vs. 26% tracing overhead (refer to
Tables II and III), due to libbpf ring buffers with asynchronous
processing, as discussed in Section II.

C. Case Study: Benchmarks

DataCrumbs supports a range of I/O analysis use cases that
reveal performance bottlenecks more deeply than API-level
tools alone. Across all use cases, we apply Algorithm 1
with ∆ = 1 ms (chosen to match the kernel scheduling
quantum and validated to capture all cross-layer associations
in our workloads) to associate high-level API events (e.g.,
H5Dwrite, H5Dread) with their overlapping kernel-layer
events, enabling cross-layer attribution. This section highlights
two benchmark-driven examples: (1) analyzing performance
differences between I/O paths and (2) explaining I/O behavior
in a deep learning workload.

1) Analyzing Performance Differences between I/O Paths:
For this use case, we switch IOR to the POSIX interface and
compare buffered writes with fsync against Direct I/O writes.
In profiler mode, DataCrumbs captures activity across libc,
ext4, and the kernel block I/O layer.

Figure 6 presents runtime for both cases: buffered writes
are initially 50% faster than Direct I/O due to in-memory
ext4 caching, but fsync, which forces data to disk, offsets this
advantage, making buffered writes with fsync 16% slower
overall. A detailed ext4 breakdown shows buffered writes
dominated by file_modified (35% of execution time)
and ext4_da_write_begin/ext4_da_write_end
(65%), while fsync adds overhead dominated by
file_write_and_wait_range (33% of fsync
time) and ext4_fc_commit (67%). Direct I/O
instead bypasses caching via ext4_orphan_add
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Fig. 7. DataCrumbs extracts all metrics from all layers to explain character-
istics of deep learning workload.

(6%), ext4_iomap_begin (53%), and
ext4_dio_write_end_io (39%), with kernel block-I/O
contributing 93% of ext4’s execution time. This highlights
the buffered-vs-Direct-I/O trade-off: buffered writes are faster
initially, but fsync’s cost makes Direct I/O more efficient
when immediate persistence is required, so applications
needing persistence should prefer Direct I/O to avoid fsync’s
16% write-back overhead. By capturing detailed execution
across the stack, DataCrumbs provides the information needed
for informed file-system tuning.

2) Explaining I/O Performance of a Deep Learning Work-
load: For DLIO, we analyze the Unet3D training workload
described in Section V-A3. Figure 7 shows time spent across
software layers while the main process overlaps computation
with worker-side sample loading through DataLoader, NumPy,
POSIX, and the file system. Although training runs on GPUs,
we trace the host-side pipeline feeding them, leaving GPU-
side I/O paths (e.g., GPUDirect Storage) to future work.
Monitoring this workload with DataCrumbs costs under 0.3%
overhead, with runtimes overlapping across repeated runs;
this is substantially lower than the IOR overhead reported
above because IOR is a C++ I/O benchmark that stresses
the traced path directly, representing a worst case relative to
DLIO’s Python-heavy, compute-overlapped workload.

We observe that the main process spends only about 10% of
its execution time waiting for I/O, so most I/O stalls overlap
with computation and have limited impact on total training
time. Worker processes handle data loading and preprocessing:
the DataLoader layer spends 212 seconds on data samples,
at an overall bandwidth of 232 GiB/s, 90% of which
overlaps with computation, showing effective asynchronous
prefetching. NumPy operations dominate the data-loading
phase at 97% of its time cost, 76% (163 seconds) on I/O and
the remainder converting binary data into Python arrays.

At the system-call level, the POSIX interface accounts for
120 seconds of data-reading cost, an effective bandwidth of
405 GiB/s, showing that the underlying system is capable
of high-performance I/O, but some bandwidth is lost to
Python-level overhead in NumPy’s data interpretation, a
gap between raw filesystem throughput and the effective
bandwidth seen by the deep learning framework.Within the
filesystem layer, 80% of the data is served directly from
the OS cache at 235 GiB/s, while the remaining 20% is
fetched from XFS at a much lower 1.2 GiB/s, a high cache
hit rate indicating the workload benefits substantially from
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in-memory caching and needs no further I/O optimization.
This evaluation highlights DataCrumbs’s ability to capture

both synchronous and asynchronous I/O activity across mul-
tiple software layers, including Python libraries, C++ system
calls, and the underlying filesystem stack. This visibility
explains the observed bandwidths and shows that the workload
is already well matched to the tested system. No further I/O
optimization is needed; developer effort is better directed at
reducing NumPy’s binary-to-array conversion overhead (˜20%
of DataLoader time) rather than storage tuning.

D. Case Study: Workflows

1) VPIC Simulation with BD-CATS Analysis: We next
analyze the VPIC+BD-CATS producer-consumer workflow
from Section V-A3, where VPIC checkpoints shared data and
BD-CATS reads it for analysis [63], [64].

For the VPIC write path, the x-axis lists the I/O layers
(HDF5, MPI-IO, POSIX, OS Cache, and OrangeFS client)
and the y-axis reports time in minutes (Figure 8). The HDF5
H5Dwrite_async cost is 26.18 minutes, 99.7% of which
is explained by the MPI-IO PMPI_File_write_at_all
call (the remaining 0.3% falls into other MPI-IO work), and
in turn 99.99% explained by POSIX pwrite64. At the
kernel boundary, pwrite64 splits into 0.13 minutes (0.5%)
in the OS write-back cache and 25.97 minutes (99.5%) in
OrangeFS client work, between orangefs_write_begin
and orangefs_writepage_locked; the OS-cache share
represents data buffered for future reads, while the full
pwrite64 cost is paid in the OrangeFS client path. Within
OrangeFS, the page-locking path dominates, indicating a
client-side bottleneck, so since VPIC uses large, page-aligned
writes, we recommend enabling Direct-IO for checkpointing
to bypass this page-locking overhead. This also shows why
tools that stop at POSIX (e.g., Darshan) miss the filesystem-
client bottleneck and cannot explain this low-level issue.

For BD-CATS reads, the x-axis again enumerates the I/O
layers and the y-axis reports time in minutes (Figure 9).
The HDF5 H5Dread_async time is 3.22 minutes, 99.7%
explained by MPI-IO PMPI_File_read_at, in turn
99.99% explained by POSIX pread64. Below POSIX,
pread64 divides into OS cache read_page (1.35 minutes,
42%) and OrangeFS client revalidation (1.85 minutes, 58%),
showing that a large fraction of reads benefit from write-back
cache locality; as with VPIC, tools that stop at POSIX (e.g.,
Darshan) cannot attribute this split, obscuring how much



latency comes from cached reads versus OrangeFS access.
Increasing the OS page cache size or pre-staging reused
datasets would therefore improve BD-CATS read performance
by raising the 42% cache hit rate.

2) Montage Workflow: We also analyze the Montage
workflow, a six-stage FITS-to-PNG mosaic pipeline for survey
NGC 3372, using the same input data while scaling execution
from 8 to 32 nodes. Across all scales and instrumented layers,
DataCrumbs has an overhead of around 0.52%, showing that
monitoring cost remains effectively constant with scale.

For Montage, the x-axis lists the I/O layers and the y-axis
reports time in minutes (Figure 10). The POSIX layer shows a
read-dominated workload (37.87 minutes read vs. 0.61 minutes
write), difficult to understand because the workflow contains
multiple compute stages and an implicit producer-consumer
pattern; this behavior stays consistent across the 8-, 16-, and
32-node runs since the workflow processes the same dataset at
each scale, and monitoring overhead likewise stays unchanged,
averaging 0.52% across all scales and layers, rising to 0.9%
when the calculation is restricted to instrumented, traced
phases and excludes untraced compute stages. Below POSIX,
15.48 minutes (41%) of read time is served by the OS cache,
indicating strong locality, while the remaining 22.35 minutes
(59%) comes from the OrangeFS client. Within OrangeFS,
read-ahead is critical: orangefs_readahead accounts
for 11.55 minutes, roughly half of OrangeFS read time,
with orangefs_file_read_iter the rest, so increasing
the read-ahead prefetch size should improve Montage read
performance. The trace for the 32-node run, our largest case,
captured 1.5B events, totaling 142 MB on disk after gzip
compression, confirming the format remains compact at scale.
Targeted Optimization: Based on this observation, we
enlarged the OrangeFS client’s read-ahead window and
added sequential and prefetch access hints to Montage’s
read path [65], [66]. Re-tracing the tuned run confirms the
targeted effect: time in orangefs_readahead rises while
flush-triggered reads fall, and overall POSIX time drops by
1.35×, showing that DataCrumbs’s attribution can directly
guide and verify a targeted optimization.

VI. CONCLUSIONS

Our evaluation highlights four main results. First, Data-
Crumbs flexibly attaches to multiple I/O software components,
instrumenting 8,723 functions at only 78 ms of startup
overhead. Second, it efficiently profiles and traces both user-
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and kernel-space I/O operations at just 0.1% profiling overhead
and under 3% tracing overhead (via decoupled, kernel-space
event capture with asynchronous ring-buffer transfer), versus
3% for Darshan profiling and ∼9% for Darshan DXT tracing.
Third, its time-windowed event-association algorithm reduces
attribution cost from O(n2) to O((n/t)2) by partitioning
events into independent time windows, enabling root-cause
analysis of I/O variability, cross-layer interaction effects, and
within-layer bottlenecks. Fourth, across four use cases (IOR,
DLIO, VPIC+BD-CATS, Montage), DataCrumbs exposed
actionable, cross-layer insights unavailable to user-space-only
tools; at 32-node scale with Montage it maintained a stable
0.52% overhead, generating only 142 MB of compressed trace
data from 1.5B events, and revealed that 41% of POSIX reads
were served from the OS cache while OrangeFS read-ahead
dominated the rest. Overall, DataCrumbs makes explainable
I/O analysis practical for production HPC storage systems.

In the future, we plan to deploy DataCrumbs on Livermore
Computing (LC) at LLNL, Argonne National Laboratory, and
Oak Ridge National Laboratory testbeds, extend its support
to GPU-local storage middleware, and enable cross-node
runtime correlation (currently performed offline). Because
our use cases already show workloads well-served by the
OS page cache (e.g., 41% of Montage and 42% of BD-
CATS reads), we also plan to explore DataCrumbs-driven
targeted optimization, using the tool’s cross-layer attribution to
automatically recommend and, eventually, apply layer-specific
tuning such as Direct-IO or cache-sizing changes.
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V. Roytershteyn, M. J. Anderson, Y. Yao, Prabhat, and P. Dubey,
“BD-CATS: big data clustering at trillion particle scale,” in Proceedings
of the International Conference for High Performance Computing,
Networking, Storage and Analysis, ser. SC ’15. New York, NY, USA:
Association for Computing Machinery, Nov. 2015, pp. 1–12. [Online].
Available: https://dl.acm.org/doi/10.1145/2807591.2807616

[65] “blockdev(8): Call block device ioctls - Linux man page.” [Online].
Available: https://man7.org/linux/man-pages/man8/blockdev.8.html

[66] “fadvise(2): Give advice about file access - Linux man page.” [Online].
Available: https://linux.die.net/man/2/fadvise


